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DEPARTMENT OF DEFENSE S OF THE DOD INDUSTRIAL SECURITY MANUAL

APPLY TO ALL SECURITY ASPECTS OF THIS
CONTRACT SECURITY CLASSIFICATION SPECIFICATION | ooy “rue FaciLiTy cLearANCE REQuIReD 1s:_SECRET
2. 3. CONTRACT NUMBER OR OTHER (& 5. THIS SPECIFICATION IS:
THIS SPECIFICATION IDENTIFICATION NUMBER DATE TO BE ION 15:
C COMPLETED (See *NOTE"** below, If ltem b or c ia *X'd",
IS FOR: (;;"“:7, m:::::.:.‘u.;c be shown (ol-:':ml;.u.d) .I'no onter date for item a)
a. a. PRIME CONTRACT NUMBER a, s, DATE
ORIGINAL (C let
X |PRIME conTRACT DAMD17-85-C-5130 30 Sep 1990 date in all cason)
b. SUBCONTRACT (If20 itom |b. FIRST TIER SUBCONTRACT NO. b, b, a5vueo REVISION [paTE
P ] ipersedes NO.
15 for pubeonirasiine X ety 22 Jun 88
€. REQUEST FOR BID, c. IDENTIFICATION NUMBER ¢. DUE BATE <. SATE
REQUEST FOR PROPOSAL : FINAL
OR REQ FOR QUOTATION
4. Ia this & follow-on contract? [C]Yes  KJNo. If YES, complete the following:
: a. b. c. Accountability for classified material on preceding contract
PRECEDING CONTRACT NUMBER DATE COMPLETED
[T {T]1s not, transferred to this follow-on contract.
7s. Name, Address b.le Code of Prime Contractor * b, FSC Number c. Name, Addreus & Zip C—::dc of .Cognu-nt Sec.w‘hy Office
SRI International 94025 . | Defense Investigative Service
‘333 -Ravenswood Avenue - - wee =~ Director of Industrial Security
Menlo Park, CA 94025 Presidio of San Francisco, CA
8a. Name, Address & Zip Code of First Tier Subcontractor * t. FSC Number ¢. Name, Address & Zip Code of Cognizant Security Office

Sa. Name, Address & Zlp Code of Second Tier Subcontractor, or b. FSC Number c. Name, Address & Zip Code of Cognizant Security Office
facility assucisted with IFB, RFP OR RFQ *

¢  When actual performance is at a location other than that specified, identify such other location i Jtem 18.

10a. General identification of. the Procurement for which this specilication upplies T BoDAAD Numbef of Precuring Activity
R . identified in Item 16d.
Enhanced Human Performance Investigation W23RYX

€. Are there additional security requirements established in accordance with paragraph 1-114 or 1-115, ISR? [[] Yes [Z]No. I YES, identify the
pertinent contractual documents in Jtem 15.

d. Are any elements of this contract outside the inspection responsibility of the cognizant security office? 77 Yes {TJNo. If YES, explain in

Item 1S and identify specific sreas or elements. ’
". : ACCESS REQUIREMENTS YES [ NO ACCESS REQUIREMENTS (Continued) YES | NO
a. Access 1o Classified Information Only at other j-_Access to SENSITIVE COMPARTMENTED INFORMATION, X

contractor/Government activities. X k. Access to other Special Access Program informatlon

S, ity in it 15).

b. Receipt of classified documents or other material (Specilty In ltem 15) X

for reference nnly (no generation). X I. -Acceas to U, S, classified information outside the U. 8,

- . ‘Panama Canal Zone, Puerto Rico, U, S.'Possessions
c. Recelpt and generation of classified documents and Trust Territories. , X
th ¢ .

or other matesial X m.: Defense Documentation Center or Defense information X
d. Fabrication/Modification/Storage of classified hardware, Analysis Center Services may be requested.
e. Graphic arts services only. n. Classified ADP processing will be involved, X
f. Access to IPO Information. REMARKS:

. Access to RESTRICTED DATA.
h. Access to classifled COMSEC Information,

< P OPXOX

4. Cryptographic Access Authorization required.

12.. Refer all questions pertaining to contruct security classification specification to the official named below (NORMALLY, thru ACO (item 16e);
EMERGENCY, direct with written record of inquiry and response to ACO) (thru prime contractor for subcontracts).

8. The classification guidence contained in this specification and attachments referenced herein is complete and adequate,

;;. E:v'::na:::%i\::ﬁ.:;d l‘ﬂnl'f’. of program/project manager or other ct/tfuglaqqr?n,:tféduﬁl;%mp F;é eocele hom.- number and office symbol
Pe er ” chells 333 _Ravenswood Avenue
HBOJSEXMRggager/COR Menlo Park, CA 94025

s (415) 859-5389

-m; Original Specilication (Item 5a) is authority for contractors to mark clasaified Information., Revised and Final Specificatione (Items 5b and c) are

authority for contractors to remark the regraded classilied Inlormation. Such actions by contractors ! t. g i wigh the provisiona
. OB 50788 RE01500 1700081

DD| JAN 7l25‘

DD FORM 254c WHICH 1S OBSOLETE
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133, Information pertaining to classified contracts or projects, evern lhéugh !u(l‘l ln!orm "‘on is considered unclassified, shall not be released for public
dissemination except as provided by the Industrial Security Manual (paragraph 5o and Appendix 1X).

b. Proposed public releases shall be submitted for approval prior to release ! ) Direct (7} Through (Specify):

None authorized.

-

to the Directorate For Freedom of Information and Security Review, Offive of the Assistant Secretury of Defense (Public Affairs) * for review in
accordance with paragraph 5o of the [ndustrial Security Manual.

® In the case of non-DoD User Agencies, see lootnote, paragraph 50, Industrial Security Manual.

14. Security Classification Specifications for this sollcitation’contract are identified below (**X** applicable box{es) and supply sttachmenis as required).
Any narrative or classification guide(s) furnished shall be unnotated or have information appended to clearly and precisely identify each element of
information which requires a classification. When a clussification guide 1s utillized, that portivon of the guide(s) pertaining to the specific contrectual
effort may be extracted and furnished the contractor., When a total guide(s) is utilized, each individual portion of the guide(s) which pertaing to the
contractual effort shall be clearly identified in Item 14b. The following information muat be provided for each item of classified information identified
in an exlract or guide:

(1) Category of classification. (I) Date.or event for declassification or teview for declassification, and (III) The date or event for downgrading
(11 applicable),

The officlal named in Item 12b,1s fespons(ble for furnishing the contractor copies of all guides and changes thereto that are made a part of this
specification. Classified information may be ettached or furnished under separate cover.

Cle. A compleud narrative is (1) [ ] attached, or (2) [ ] transmitted under separate cover and made a part of this specification.
k jb. The following classification guide(s) is made a part of this specification and is (1) [—_] allached or (2) [T jtransmitted under seperate
cover. (List guldes under [tem 15 or in an attachment by title, reference number and dale).
['S('j c. Service-type contract/subcontract. (Specify instructions in accordance with [SR/[SM, as spproptiate.).

{T1d. *X* only if this is a final specification and ltem 6 is a *NO’* answer, In response lo the contractor’s request dated

'
———eeeemssties.

B-ienn-ia“elenlion of the identified classified material is authorized for a period of

[;a e. Annual review of this DD Form 254 is required. If *X’d’*, provide date such review is due: Z l)c:t 88 .

t5. Remarks (Whenever possible, illustrate proper classitication, declassilication, and il epplicable, downgrading instructions).

Classification Guidelines and Secruity Procedures are classified at the SECRET-level, and
will be transmitted under separate cover. The DD Form 254, the Statement of Work, as well
as the Contract, itself (DAMD17-85-C-5130) are also classified at the SECRET-level.

Access to any of these documénts is on a strict need-to-know basis.

-

Access to any of these documents will be only permitted to those individuals included on
the Master Need-to-Know List (ML) ‘in accordance with their approved level of access.

J gEERE$1at1onsh1p of the User Agency and the User Agency Contractor is also classified

by the prime contractor, as suthorlzed. This Contract Security Classification Specification an ts referenced herein are approved by the User

18a. Contract Security Classification Specifications for Subcontracts issuing from this contract will be approved by the Office named in Item 16¢ below, or
tachm
Agency Contracting Officer or his Representative named in Item 16b below, /(m\}

JuiB|

REQUIRED DISTRIBUTION: : Typed nnme and title Yof afproving officisl

onald A
k—_.] Prime Contractor (Item Ta) F an.]S . .
EXCognIz-nt Security Office (Item ?¢) Ore-lgn SCTence Informat]on Off1cer

[:)ﬁ Administrative Contracting Office (item 16e) c. Slgnature
] Quality Assurance Representative
{1 Subcontractor (ltem 8a)

[] Cognizant Security Office (Jtem 8c) d, Approving official’s activity eddress and Zip Code
[X) Program/Project Manager (tom 12b) : US Army Medical Research & Development Cmd
[ U. S. Activity Responsible for Overseas Security Mminlstrntlon ATTN SGRD OP
Fort Detrick, Frederick, MD 21701-5012
ADDITIONAL DISTRIBUTION: e, Name, address und Zip Code of Administrative Contracting Ollice

o DT-EA Jean V. Smith, ATTN: SGRD- A
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